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UNCLAS //N02300//
SUBJ/DEFENSE PROPERTY ACCOUNTABILITY SYSTEM (DPAS) IMPLEMENTATION AND
SECURITY CONCERNS//
REF/A/RMG/CINCPACFLT/200846ZJAN00/-/NOTAL//
REF/B/RMG/COMSPAWARSYSCOM/312230ZJAN00/-/NOTAL//
REF/C/DOC/ASD(C3I)/21MAR88//
REF/D/DOC/ASD(C3I)/30DEC97//
NARR/REF A IDENTIFIES DPAS IMPLEMENTATION AND SECURITY CONCERNS. REF B
IDENTIFIES SECURITY AND STANDARDIZED VPN AND PKI SOLUTIONS TO DPAS
INSTALLATION SCHEMES. REF C MANDATES THE SECURITY REQUIREMENTS FOR AUTOMATED
INFORMATION SYSTEMS. REF D IDENTIFIES THE DOD INFORMATION
TECHNOLOGY (IT) SECURITY AND ACCREDITATION PROCESS (DITSCAP).//
POC/PERRY/CIV/CNO N643/-/TEL:(703)601-1253/EMAIL
PERRY.CHRISTOPHER(AT)HQ.NAVY.MIL//
RMKS/
1. THIS IS A CNO N6, CINCLANTFLT, CINCPACFLT, AND CINCUSNAVEUR COORDINATED
MESSAGE.
2. PURSUANT TO ACTIONS REQUIRED REF A, AND TO RESUME AND COMPLETE DPAS
INSTALLATION, NAVY WILL IMMEDIATELY IMPLEMENT THE NEAR TERM FIREWALL BASED
SECURITY SOLUTION IDENTIFIED REF C. PMW-161 IS IN PROCESS OF DETERMINING AND
UPON COMPLETION, WILL PROMULGATE SPECIFIC RECONFIGURATION GUIDANCE FOR NAVY
PROGRAM OF RECORD FIREWALLS.
A. CNO N41 WILL COORDINATE WITH FLEET CINC POCS TO IDENTIFY NEAR TERM DPAS
INSTALLS.
B. FLEET CINCS AND PMW-161 WILL ENSURE THE PROPER RECONFIGURATION OF
ASSOCIATED FIREWALLS PRIOR TO DPAS INSTALLATION.
3. THE SECURITY ISSUES AND PROPOSED SOLUTIONS IDENTIFIED REFS A AND B WILL BE
ADDRESSED DURING AN UPCOMING MEETING HOSTED AT DLA (FT BELVOIR) ON 23 FEB,
WITH MEETING SPECIFICS BEING PASSED TO ALCON SEPCOR. AGENDA ITEMS TO BE
ADDRESSED AT THIS MEETING INCLUDE:
- STATUS OF DPAS PROGRAM CERTIFICATION AND ACCREDITATION PER REFS C AND D.
(COPIES OF ALL CURRENT C&A DOCUMENTATION SHOULD BE MADE AVAILABLE BY DPAS FOR
REVIEW AT THIS MEETING.)
- STATUS AND RESULTS DPAS VULNERABILITY ASSESSMENT(S).
- CURRENT RISK MITIGATION MEASURES AND FUTURE RISK MITIGATION PLANS/SCHEDULE
(TO INCLUDE DISCUSSION OF MEASURES PROPOSED REF B).



- RESPONSIBILITY FOR IMPLEMENTATION OF CURRENT AND FUTURE RISK MITIGATION
MEASURES.
- IDENTIFICATION OF RESIDUAL RISK ASSUMED BY SITES AS A RESULT OF DPAS
INSTALLS.
4. RELEASED BY RADM R.W. MAYO, N6 //
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